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1. Introduction to Autonomous Vehicles

The evolution of the techniques developed for these purposes allows the construction of
systems with increasing levels of automation intended for automotive transport. In particular,
the advances in deep learning, a technique also known as deep artificial neural networks, can
be considered as one of the great milestones in the construction of these systems. Despite the
advancement, there is little material aimed at providing a general view of the processing that
must be applied, as well as the learning techniques that are used in one of these systems to
perform the tasks necessary for automatic operation. Therefore, this chapter has the objective
of presenting these techniques in a systematic way, so that they are more easily used in
different situations of an autonomous system and can then be combined to perform complex

tasks related to the automatic operation of a vehicle.

We are in the midst of a technological evolution, which has reached all areas of society. This
revolution is mainly driven by the constant advancement of electronic technologies and by
the processes that move them, as well as by the reduction of costs associated with the
development of electronic systems. In this sense, an important area and of great interest for
the development of the autonomous vehicle is the processing and interpretation of signals.
The study of this topic contributes to the development of systems for the detection of
obstacles, identification of objects, driver supervision, environmental monitoring and many

other applications that are being worked on.

1.1. Definition and Scope
Environmental perception is to extract semantic information from sensory data and to
accurately understand the surroundings of an autonomous vehicle, including the semantics

of the objects. LIDAR and image data are usually used in such process to provide
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complementary and multi-dimensional information. After the perception of the environment,
the autonomous vehicle has to make safe and robust decisions about how to drive. Common
sense, prediction of the future, and predictability of the vehicle's intentions are important in
the ability of the vehicle to share the road with human-driven cars. The trajectory that an
autonomous vehicle should follow needs to be smooth and safe. Task planning and

scheduling is accordingly necessary for the cooperative en-route driving style.

Deep learning is a specific type of machine learning that requires model designs and
optimizations to be automated without requiring human intervention. Deep learning extends
machine learning methods by employing multilayered neural networks to process data.
Because the potential positions and kinds of layers in a multi-layer neural network are in
practice nearly high enough to be considered without bounds, neural networks are said to be
"deep" relative to the number of layers they possess, hence the designation "deep learning."
This automated feature of deep learning enables the model to perform unsupervised learning
of representations from raw data. Deep learning techniques have been applied to a range of
signal processing and interpretive tasks related to autonomous vehicles, such as LIDAR and
image processing for environmental perception, video prediction, and traffic flow prediction
for safe decision-making, and the construction of a task planning and scheduling system for

cooperative en-route driving.

1.2. Importance of Signal Processing and Interpretation

The integration of deep learning, where the perception and decision networks can have
different structures and can learn with very little input, offers an interesting and feasible
architecture to process the various signals that will be utilized by the autonomous vehicle.
The perception networks extract feature maps from the raw data, and the decision networks
map this data to the desired output. While we need large labeled data for the perception, we
can use the outputs of the perception network as input to the decision network to learn the

desired output with a very small number of labeled data.

An autonomous vehicle must be able to interpret the signals it receives accurately. Signals
from other vehicles, pedestrians, and traffic lights must be identified, understood, and
processed. Deep learning has shown potential in signal processing of many visual and non-
visual signals, including still images, videos, and speech. Despite its progress, deep learning

has limitations, such as the need for a large amount of labeled data and slow convergence. In
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the case of the autonomous vehicle, it is even more complicated, as more signals are present,

and accurate and fast signal processing must take place.

2. Fundamentals of Deep Learning

Deep learning models a hierarchical representation over several levels of abstraction and is
trained from a large amount of labeled data with limited human intervention. Different from
traditional machine learning and deep learning models, which expect to inherit their own
engineered features, Deep Convolutional Neural Networks, trained using feed-forward
backpropagation algorithms, keep their model architectures. In order to optimally train in
deep CNNs which contain millions of parameters, underlying operations like convolutional
operations and model optimization are also provided, and renormalization at a local level is
also used. Despite deep networks, one can reduce overfitting and provide generalization to
overall data. From a deep learning perspective, this occurs because deep CNNs are easier to
represent certain functions than shallow networks. Additionally, in natural signals such as
images, there is a great deal of structure that can potentially be leveraged. It is a significant
advantage over traditional machine classifiers for object recognition tasks. These include
translation invariance and local correlation structure. In deep CNNs, automatically capturing
these properties makes them more effective object recognition tools and have far fewer

parameters to learn.

The increasing availability of data and computing power has brought about technologies such
as deep learning and their widespread application across multiple domains to a new level. As
a rapidly advancing and multidisciplinary research area, the primary objective of deep
learning is to exploit computational representation from data to learn meaningful
abstractions, often with the use of many layers of processing. Convolutional Neural Networks
(CNNSs) can model and learn features that enable an end-to-end learning approach on
transformed raw data to achieve higher-level representations. Furthermore, CNNs consist of
multiple layers of learned filters, which are the same as feature detector parameters in a

supervised setting and referred to as convolutions.

2.1. Neural Networks
In a CNN, each layer of neurons is connected only to a group of neurons of the previous layer,
which are located in the same region. The whole network structure maps the input image with

the lowest resolution of single neurons (the pixels) of the output layer, which is to have more
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complex visual signs and is related to an entire concept. In principle, the neurons of a
convolutional layer process their inputs with the response of a set of filters, which is obtained
from the neurons of the previous layer. Convolutional layers also carry out coercion, as to
remove the spatial position. The layered structure of CNN allows it to contain a logical
hierarchy of features, using smaller groups of neurons and building more complex structures
in deeper layers, contributing to progressively learn features in an image. A CNN deals with
large images such as those provided by a camera of an autonomous vehicle, which should

help the vehicle to learn the traffic signs and where they are located.

In our experiments, neural networks were implemented using the foundations of artificial
vision from convolutional neural networks (CNN). Convolutional neural networks are a
specific type of feed-forward artificial network. The feed-forward part refers to the fact that
all nodes in one layer of the network send connections to the nodes in the following layer. The
strategy underlying the operation of these neurons was proposed to mimic the approach that
humans use when interpreting what they are seeing. In each node, there are several filters that
process a matrix. At the end of the process, a percentage identifying the class is returned.
CNNs use many more neuron parameters than traditional multilayer networks, allowing
them to learn visual representations from the patterns presented to them. Due to its properties,

this architecture was used for the purposes of the present research.

2.2. Convolutional Neural Networks

Pooling layers (POOL), which often follow after a CONV layer, further process the feature
map by downsampling operation. The operation decreases the spatial size of the feature map,
while most of the individual components of the feature map are maintained. Both the max
and average pooling have been used in the literature. For the problem associated with using
a fixed topology to process images with variable features, including occlusion and viewpoint
changes, CNN uses downsampling (regularization) and data augmentation. It usually
handles the image data with variable dimensions. It is a common practice that, before the
earliest layer of the CNN model, images are padded to have the same input size. Shaik (2022)
discusses a blockchain-based framework for enhancing security and user sovereignty in

federated identity management.

Convolutional layers (CONV) are the major computational blocks included in a typical CNN

image processing system. In the forward direction, the convolution filter uses different hyper-
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parameters among different CONV layers including filter size, stride, and padding. The filters
in one CONV layer convolve on the image data and generate a collection of feature maps.
Only top K activations are then stored or passed to the next layer, which effectively reduces
the computation and data communication within the network. Each filter in it corresponds to
one basis tunable parameter of the CNN model. The filter learns from the data how to identify
a patch of signal components. Since the same filter slides to cover the entire input image, the
learned feature can be location independent. A hidden fully connected layer at the end of the
CNN stack summarizes the information retrieved from the images and provides the

classification scores.

3. Signal Processing in Autonomous Vehicles

Autonomous vehicles are inherently multimodal. Using sensory input from a single sensor is
often not enough, therefore the vehicle often must fuse data from different sensors. This
requires the development of signal processing approaches that integrate different data types
and have a view of the overall environmental perception task. Such approaches are
particularly suited to be performed using deep learning due to its ability to learn data
representations. Autonomous vehicle environmental perception algorithms will increasingly
integrate multiple data types, which include object detection and other processing outputs

from camera images, radar signals, and LIDAR point-clouds.

Signal processing in autonomous vehicles is performed on visual and non-visual sensory data.
An autonomous vehicle can leverage several sensors, such as cameras and LIDARs, to
perceive the external environment. Common to these sensors is that they are digital or can be
interfaced with a digital system, therefore techniques and structures derived in digital signal
processing (DSP) can be used. As demonstrated in this section, DSP techniques and structures
themselves are being deeply learned using deep neural networks (DNNs). We review signal
processing-related DNN-based approaches in autonomous vehicles to process radar, LIDAR,
and camera data and to perform tasks like object detection, data fusion to create

environmental representations, and learning sensor fusion processes.

3.1. Types of Signals in Autonomous Vehicles
The second type is based on communication networks, which collect data or information
based on the communication protocols and propagation of signals, such as accelerating and

decelerating data sent from other vehicles in the near future, which is meaningful for the
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decision and control of autonomous vehicles. The communication data usually come from the
intelligent transportation system (ITS) environment based on sensor networks and network
protocols, such as cellular networks or dedicated short range communication (DSRC)
protocols. When driving through the gateway of V2I, the vehicle queries the V2l infrastructure
network to obtain the overall time TS to reach the front crossing. This information includes
traffic conditions in the front section, signal state, and intersection conditions. The above two
different types of signals require a different signal processing method or deep learning
network model, since data from the same level or data in 4-D tensors are entangled in the

scenarios of autonomous driving,.

The signals, from outside or inside of the vehicle, can be classified into two categories for most
autonomous vehicles. The first type is based on physical signals, and can be extracted from
the dynamic process of physical objects at various optical or sensor wavelengths. The objects
could be moving, such as pedestrians and moving vehicles or not moving, such as lane
boundary, static obstacles, traffic lights, signals, etc. The physical signals data usually come
from LiDAR sensor, camera, ultrasonic sensors, GPS, etc. These sensors can provide two or

three-dimensional information or images.

4. Deep Learning Techniques for Signal Interpretation

4.7 Driving Scenario Interpretation Before planning and steering the vehicle, deep learning-
based driving scenario interpretation networks recognize the driving scene. Scene
understanding helps the high-level decision and control module perform specific driving
behaviors and cognitive functions, such as collision testing, course selection, and situational
changes throughout the entire life cycle of a driving system. Every situation described by a
different scenario can be evaluated and served by specifically trained deep learning models
that can provide driving functions. This network aims to determine what instance-categories
or objects are currently present in the vehicle's field of vision and to model how these objects

interact with the vehicle's future driving space.

Information below is designed for subject-matter experts and covers the following topics:
Object Recognition, Pedestrian and Cyclist Detection, Vehicle Detection, Multi-Object

Tracking, Depth Estimation, Trajectory Prediction, and Driving Scenario Interpretation.
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4.1. Object Detection

To estimate per-pixel depth with camera data for use in object detection, one approach is to
heatmap pixels containing potential objects. These regions can be used to create bounding
boxes, as well as crop and assign 3D positions of the objects in the scene. The benefit of 3D
object position projections to LIDAR is that it offers greater robustness: LIDAR data provides

sparse and reliable mapping, yet is not easy to process for object recognition.

Object detection is a central problem in computer vision and is a critical building block for a
wide variety of technologies, including robot perception systems for autonomous vehicles.
An object detector is a machine learning algorithm that ingests an image and learns to classify
and localize objects of interest within. Light detection and ranging, or LIDAR, is one common
sensor used to collect information about the world surrounding a self-driving car. An object
detector retrieves LIDAR and camera data and processes these data to detect and classify well-

defined objects. Each object may consist of vehicle information such as location, size, and class.

nn nn

Classes include "car," "pedestrian," "truck," "bicycle," "motorcycle," and "large passenger
vehicle"; these classes are required to avoid accidents and minimize the risk to passengers and

other vehicles on the road.

4.2. Semantic Segmentation

To apply FCN to semantic segmentation, a fully convolutionalized CNN, i.e., fully
convolutional network, is leveraged and trained following a per-pixel softmax "objective
function". The trained FCN efficiently, simultaneously, and accurately performs semantic
segmentation with just one forward pass. Besides FCN, other models have been proposed to
produce more compact general feature representations of CNNs and provide faster and more
accurate semantic segmentation for complex scenes. Fully convolutional neuron networks
(FCNN), deep feature aggregation (DFA), fusing spatial information and channel features
(ParseNet), and training "deconvolution layers" in the network have also been recently

proposed to perform fast and accurate semantic segmentation.

Semantic segmentation aims to classify every pixel in an input image into the relevant
category. As localized and fine-grained information is directly obtained, it is extremely useful
in the field of autonomous driving. Different from the traditional computer vision algorithms
of designing complex hand-crafted features, CNN-based semantic segmentation directly

learns important visual features from large-scale training data, where the complex and
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intrinsic connections between data samples and desired semantic segmentation can also be
represented by the multiple layers of a CNN. Two typical architectures of CNNs used in

semantic segmentation are morphologically-aligned VGG-16 and GooglLeNet.

5. Challenges and Future Directions

This section reviews implementation boundaries. These are copies of the traditional, sub-
constructional designs of neural networks and GIS mapping tools, limit any choice of
architectures, and explain frame selection limitations that exploit the forward road scene.
Even more problematic is our typical data-driven and following learning. How fast is an
experience and understanding accumulated? These open perspectives define future research

directions for the realization of safe and reliable autonomous vehicles and vehicle operation.

This chapter has spent considerable time reviewing results and technical challenges that are
evident as a result of deploying a deep neural network system in a real-world complex
forward road scene with its many potential but sparse, often filled with parked or very slowly
moving vehicles, configurations. A seasoned reader should already know that systems
dependent on their chosen deep neural network have large realizability limitations. Deep
learning has vast potential, even current realizability, those visions are defined within
commercial reality neared faster than academic successions, which are not scalable to public

trust due to their conservative statistical models.

5.1. Data Privacy and Security

This subchapter discusses challenges such as data privacy, security, and reliability of DNN
models that are to be addressed when applying deep learning to autonomous vehicle signal
processing and interpretation. Data privacy solutions through privacy-preserving DNN
training are proposed. In addition, reliability analysis in the form of data reduction and
redundancy to ensure reliability of DNN are considered. Moreover, it is proposed to sense
during DNN execution any possible DNN model data almost blanking and execute a reduced
reliable DNN model as a backup mechanism. With fast sensor data collection, hardware DNN
implementation, hardware DNN and sensor connection, and DNN execution/necessity
prediction model, it is possible to avoid partial or total disconnection loss. This important
contribution to more reliable DNN execution solves two connected problems. With many
applications for applying DNN to signals from autonomous vehicles, DNN models cannot

always be guaranteed to have all connections properly working, which may lead to problems
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if disconnection loss is not properly handled and if no guarantee exists for the DNN model to
work correctly before disconnection. Providing backing for DNN whenever disconnection is
detected resolves all these concerns, providing the possibility for successful and safe

application of DNN.

In the foreseeable future, with model compression, it is possible to have DNN models on small
portable and widely available devices for applying deep learning to real-time autonomous
vehicle signal processing and interpretation. This application will be of great benefit for
autonomous vehicles in getting information from various types of signals, processing the
information, and making well-informed and correct decisions. It can be expected that such
DNN models are widely used for various applications in autonomous vehicles to ensure
utilization of deep learning technologies for improving safety, energy saving, and comfort,

and for providing personalized services.

5.2. Interpretable Al

To transform these black boxes into interpretable models, Interpretability Algorithms "(IAs)"
have been developed that "reverse-engineer" the predictions of trained complex Als. These
techniques exist along the prediction pathway, explain how models classify examples, predict
continuous targets, represent knowledge about what input features are important, fool model
predictions, show how models make decisions, approximate Al reasoning, visualize model
predictions, highlight model behavior to certain consequences and between user-defined
groups, and allow humans to refine Al models to be more fair, explainable, reliable, and
robust. In our overview, we emphasize their use-cases and the different trade-offs that they
make to balance accuracy and interpretability. We overview IAs since we leverage similar

techniques to build interpretable versions of our graphs.

The lack of modern Al model interpretability is due to the relational model that is assumed
by Al: instead of learning a unique equation where that equation is symbolic and subject to
inspection, modern Als encode their learned knowledge in parameterized graphs, trained via
large datasets of millions of examples. This black box characterization especially applies to

the growing class of Deep Learning models, including CNNs, LSTMs, and Transformers.

In the context of autonomous navigation, research has also shown that human drivers are
more likely to trust a car that they think is capable of making decisions that they themselves

would make. The stakes related to trust in, and understanding, of Al decisions and behavior
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are high, especially in critical decision areas such as healthcare, criminal justice, and
autonomous navigation. In this section, we overview the emerging field of "Interpretable AI"

(LAI), which aims to build AI models that are both accurate and understandable.

Research has shown that building Als that are transparent and understandable has several
benefits, including increased trust and cooperation, and social, economic, and technological
impact at scale. Although these benefits might seem self-evident, interpreting Als is difficult,
current Al technologies are opaque, and there are clear trade-offs between performance and
interpretability. Nevertheless, Al experimental results are used in practice to make many
important business and policy decisions, and previous studies have shown that predictions

from less interpretable Al models are more likely to be trusted.

6. Conclusion

The advanced technology of deep learning (DL) provides a general solution for the
intelligence of the detection, identification and classification of the AD artifacts. In this paper,
the GT artifact image is obtained via OCR, which is actually specialized semantic
segmentation with the structure information suitable for building training datasets. It shows
the superior performance to state-of-the-art methods and has been deployed on the most
advanced autonomous vehicle in China. The advanced AD tasks, such as the detection and
the identification of small objects, the accessibility of the limited resources, and the fast online
applications have been analyzed and tested for solving. There is promising research that will

further improve the approach in some real-world applications.

In this chapter, the authors explore the opportunities and challenges in AD information
perception for deep learning. The improved OCR is built to recognize the road signs to obtain
the GT of location tags, directly from the webpage containing the tag. An Java-based
hierarchical architecture is presented to mark the narrow artifacts, combined with Shell-based
and OpenCV-based relative fast registration and browsing. The approach has been tested by
the most advanced autonomous vehicle in China. The performance of the algorithm is
excellent, and the utility in the industry is very good. The defined problems are complex and

worthy of future studies.
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